
 
Network Engineer 

  
Job Details 

Department:  

Information Technology 

Start Date:   

 ASAP 

Job No.: 

Salary Range:   

Negotiable 

Job Classification:  

 Full Time, Exempt 
 

Location:  

Silver Spring, MD 

Work Status:   

Authorized to work in the US 

Clearance Requirements: 

None 

Type of Positions 

New 
Job Description 

Purpose and Scope:   

To provide network maintenance, system support and configuration support for a CISCO 
based network with Windows 2003 based servers and application support. 

Job Requirements 
Primary Responsibilities: 

 WAN administration and support. 

 LAN administration, support, configuration and maintenance. 
 Configuration management for Cisco switches and routers (ASA). 

 Complete network LAN/WAN and WAN administration support. 
 Remote site LAN, WAN and desktop support. 
 Will require being on call to respond to tickets and problem resolution either 

remotely or in person.   
 Maintain Standard Operation Procedure documentation and other network/data 

center documents. 
 Provide HP server hardware maintenance and management. 

Additional Responsibilities  

 Other duties as assigned by manager. 
 

Job Requirements 
Skill and Technical Requirements: 

 Must have strong project/time management skills to work effectively on a 

multitude of tasks with ability to prioritize and multi task. 
 Must be customer service oriented with excellent interpersonal and 

communication skills and be able to work well in stressful situations. 



 
Network Engineer 

  
 Must be able to solve problems in a timely and efficient manner. 

 Demonstrate level of competence including: 
1. A thorough understanding of the OSI network model, Ethernet and 

TCP/IP Networking. 
2. A practical level of experience implementing and administering common 

TCP/IP based services, including DNS, DHCP, HTTP, FTP, SSH and SMTP. 
3. Daily maintenance and problem resolution, operating system patches 

and software including upgrades and routine hardware configuration. 

Working Conditions: 

 Requires frequent travel, mostly to Baltimore, Annapolis and Reston areas.  

Occasional travel will be required to other cities within MD. 
 May also require work on weekends, holidays and evenings. 

 

Education, Training & Certification: 

 Minimum of BA degree, preferably in IT or Computer Science 
 Experience working with State of MD, a plus 
 Minimum of 5 years experience in the field of IT 
 Minimum of 3 years of experience administering and supporting Windows 

2000/2003 servers in a WAN environment using TCP/IP; including architecting, 
evaluating current and developing new network solutions and implementing 

change as necessary 
 Minimum of two years of experience in Cisco based LAN, WAN and MAN 
 CCNA or CCDA desired 
 MCSC certification required 

 

  


